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NMpaBuna nonb3oBaHUA ycryramm
obLecTBa C OrpaHN4eHHON OTBETCTBEHHOCTbLIO
«KoBpoBcKasi TeNeKOMMYHUKaLMOHHaA KOMNaHUA»
(OO0 «KoBpoBTenekomy») n ycnoBus ux npenocraBreHUs

(Ansa HeorpaHu4eHHOro focTyna)

NMPEAMBYIJIA

[aHHble npaBuna pacnpocTpaHalTCs Ha Bcex noTpebuteneit ycnyr obliectBa C OrpaHUYeHHoM
OTBETCTBEHHOCTLI0 «KOBpOBCKas TenekoMMyHUKaLMoHHas koMnaHus» («KoepoeTenekom»; KomnaHus; Toprosas
mapka « TPUTUYM», ONEPATOP).

MoTpebuTens ycnyr aanee no TekCTy NouMeHoBaH « AGOHEHT».

Monbaysack ycrnyramu, AGOHEHT BblpaXkaeT CBOe cornacue ¢ AaHHbIMU npaBuiamu.

OBLUME NOJNTOXXEHUA

Cetb WHTepHeT npegctaBnseT cobon rnobanbHoe OObeAuMHeHVWE KOMMbIOTEPHbIX CceTen U
MHPOPMaLIMOHHbBIX PECYPCOB, NPUHAAEXaLLMX MHOXECTBY pasnunyHbIX Nogen 1 opraHmM3auui. 3to obbeanHeHne
ABMSAETCS AeLeHTPanu3oBaHHbIM, 1 eguHoro obeobssaTenbHOro cBoga npasun (3aKOHOB) MOMb30BaHNS CETbIO
WHTepHeT He ycTaHoBneHo. CyliecTBYylOT, OAHaKko, obLienpuHaTble HOpMbl paboTel B ceTn WHTepHeT,
HanpaBrneHHble Ha TO, 4TODObl AeATenbHOCTb Kaxaoro nofb3oBaTens ceTM He Melwana pabote apyrux
none3oBaTtenen. PyHaameHTanbHOe MOSIOKeHNe 3TUX HOPM TakoBO: NPaBuia UCMOMb30BaHUS NOObIX PecypcoB
ceTn VIHTepHeT (OT MOYTOBOrO SALMKa 40 KaHana CBsi3v) onpefensioT Bragenblbl 3TMX PpecypCoB U TOMbKO OHM.

HacTosLwmn JoKyMeHT onvcbiBaeT obLLEeNpUHATLIE HOPMbI paboThl B ceTu MIHTepHeT, cobntogeHne KoTopbix
aBnseTcs obsasaTenbHblM Ans Bcex AOOHeHTOB. [encTBMe 3TWX HOPM PacnpocTpaHseTcss Ha MNopsaok
ncnonb3oBaHusi pecypcoB Cetun. 3gecb n ganee cnosoM CeTb 0603HayeHbl ceTb IHTEpHET 1 JOCTYMHblE N3 Hee
apyrve cetn, B T.4. CeTb Nepegaun JaHHbix ONIEPATOPA.

1. OTPAHUYEHUSA HA UHOOPMALIMOHHbIW LLYM (CMAM)

PasButne CeTu npuBeno K TOMy, YTO OQHOM W3 OCHOBHbIX Npobrnem nonb3oBaTenen cran M30bITOK
nHdopmaummn. [MoaTomy ceTeBoe cooOLWecTBO BbipaboTano crneuuanbHble MpaBuna, HamnpasfeHHble Ha
orpaxgeHue nomnb3oBaTens OT HEeHYXXHOW/HesanpolleHHon uHdopmauun (cnama). B yacTHocTM, sBRnsoTCS
HeoNyCTUMbIMU:

1.1. MaccoBas pacchblifka He COornacoBaHHbIX NpedBapuUTENbHO AMEKTPOHHbIX nuceM (mass mailing). Mo
MaCcCOBOW paccChbIfikon MoapasyMeBaeTCsl Kak pacchifika MHOXECTBY nornyyartenen, Tak U MHOXECTBEHHas
paccblnka ogHoMy nosyvaTento.

3mece u panee nog  9NEKTPOHHbIMM  NUCbMamy  MOHUMAOTCA COOOLLEHWUS 3MNEKTPOHHOW MOYThI,
MeCCeHIKePOB U APYrux NogobHbIX CPeACTB NMYHOro obmMeHa uHdopmaumei.

1.2. HecornacoBaHHast paccblnika 9MeKTPOHHbLIX NMUCEM PEKNaMHOro, KOMMEPYECKOro Unn armtTaumoHHOro
XapakTepa, a Takke nucem, cogepxalumx rpybble, ockopbuUTenbHbIE BbIPAXKEHNS Y NPEANOXKEHWS.

1.3. PaamelueHuve B nobor coumansHom ceTun, KoHdepeHUmmn, opyme U 3NeKTPOHHOM CNICKE pacChinku
cTaTeun, KOTopble He COOTBETCTBYIOT TeMaTuke AaHHOW KOHepeHumn nnm cnmucka pacceinku (off-topic). 3gech u
Janee nop KoHdepeHUMen NoHUMaKTCA TenekoHdepeHumn (Hanp., rpynnbl HoBocTew Usenet) u gpyrue



KOHbepeHuun, couceTu, opyMbl, INEKTPOHHbIE CMIUCKN PacChIfiku 1 T.M.

1.4. PaamelleHune B Ntobon KOHEPEHLUMN COOBLLIEHNI PEKITAMHOIO, KOMMEPYECKOTO UM arMTaumoHHOro
XapakTepa, KpOMe Cry4aeB, Korga TakvMe coOOLLEHUSI ABHO pa3peLLeHbl MpaBunaMm Takom KoHgepeHLumun nmbo mnx
pasmeLLeHme BbINo CornacoBaHo ¢ BrnagenbuamMmu unm aaMMHUCTpaTopaMm Takon KoHbepeHUnn NpeaBapuTenbHO.

1.5. PaamelleHune B nobon KoHEPEHUMN CTaTbU, COAepKaLLen NpUNoXeHHbIe dannbl, KPOMe Cryyaes,
Korga BIOXeHWs SIBHO paspeLleHbl NpaBunamMm Takon KoHepeHLUMn Nbo Takoe pasmMelleHne Obino cornacoBaHo
C BriagensuamMu unu agMUHUCTpaTopamMum Takon KoHdepeHuun npeasapuTensHo.

1.6. Paccbinka uvHgopmaumu nonyyvyaTensm, BbiCKa3aBLUMM paHee $BHOE HexenaHue nony4vaTb 3Ty
nHopMaumio.

1.7. Vcnonb3oBaHue COOCTBEHHbIX WM MPEAOCTaBIEHHbIX WHAOPMALMOHHBLIX PecypcoB (MOYTOBbIX
SILLMKOB, afpeCOB 3NIEKTPOHHOW MOYTbI, CTPaHWL, CalTOB M T.4.) B KayeCTBE KOHTaKTHbIX KoopauHaT npwu
COBEpLUEHMN NOOOro M3 BbILLEONNCAHHBIX OEWCTBUMA, BHE 3aBUCMMOCTU OT TOro, M3 Kakon Todkum CeTn Obinu
COBepLUEHbl 3TN OENCTBUS.

2. 3ANPET HECAHKLUMOHNPOBAHHOIO AOCTYIA U CETEBbIX ATAK

He ponyckaeTcsi OCyLleCTBIEHME MOMbITOK HECaHKUMOHMPOBAHHOIO pJoctyna kK pecypcam Cetw,
npoBedeHVe UNM yvyacTue B CETEBbLIX aTakax M CETEeBOM B3riOMe, 3a UCKMIOYEHMEM CrnydaeB, Korga ataka Ha
CeTeBOM pecypc NPOBOAUTCS C ABHOMO paspeLleHns BragernbLa nnv agMmHucTpaTopa a1oro pecypca. B Tom uncne
3anpeLueHsbi:

2.1. [encTBusi, HanpaBlieHHble Ha HapyLleHWe HOopMarbHOro (YHKUMOHMPOBaHMS anemeHToB Cetun
(komnblOTEPOB, APYroro 06opyAOBaHUS UM NpPorpaMMHoro obecneyeHmns), He NpUHaanexallmx NonbL3oBaTento.

2.2. [ewnctBus, HanpaBneHHble Ha MOMyyYeHWe HeCaHKUMOHMPOBAHHOrO [JocTyna, B TOM 4ucne
NpUBMIErMpoBaHHOro, k pecypcy CeTtu (koMnbloTepy, Apyromy ob6opyaoBaHuio v MHOpPMaLMOHHOMY pecypcy),
nocnegyiollee WUCNOMb3oBaHWE Takoro AOCTyna, a Takke YHUUTOXEHWEe unv Moaudukauus nporpaMMHOro
obecneveHnss UNU [aHHbIX, HE MNpUHaZnexawmx nonb3oBaTento, 6e3 cornacoBaHus C BrnagenbLamy 3TOro
nporpamMmmMHOro obecneveHnst Unu gaHHbIX MM60 agMUHUCTPATOPaMU AaHHOTO MHGPOPMAaLIMOHHOMO pecypca.

2.3. Nepenaya komnbtoTepam unm obopyaosaHuio Cetn 6eccmbicneHHon unu 6ecnonesHon MHopMaLuuu,
co3Jalllen napasvTHY Harpysky Ha 3TM KomnbioTepbl unu obopypoBaHue (DDoS-ataka), a Takke
NPOMEXYTO4HbIe y4acTkm CeTun, B 00beMax, NPeBbILLAIOLLNX MUHUMANbHO HeobXoAMMbIE A NPOBEPKM CBA3HOCTU
ceTeln N AOCTYMHOCTU OTAEMbHbIX €€ 3NIeMEHTOB.

3. COBIMIOAEHUE NPABUI, YCTAHOBIIEHHbLIX BNAQENBbLAMU PECYPCOB

MomMMMO BbILLIENEPEUMCIIEHHOTO, Bnadenel noboro MHMOPMAaLMIOHHOIO MMM TeXHUYECKoro pecypca CeTu
MOXET YCTaHOBMTb AN 9TOr0 pecypca COBCTBEHHbIE MpaBuna ero Mcrnonb3oBaHusA. [paBuna UCMonb3oBaHMs
PEecypcoB NGO CChbiNka Ha HUX MyGrMKylTCA BradenbLamy UM agMMHUCTPaTopaMu 3TUX PEecypCoB B TOYKE
MOAKMIOYEHNsT K TakUM pecypcamM U SIBMSOTCA 06A3aTenbHbIMU K UCMOMHEHWMIO BCEMU MOMb30BATENAMM 3TUX
pecypcoB. AGOHEHT 06s13aH cobrtofaTth Npasuia UCMOoNbL30BaHWS pecypca NGO HEMeANEeHHO 0TKa3aTbCs OT ero
UCMONb30BaHWSA.

4. HEOOMYCTUMOCTb ®AJIbCUPUKALIUN

3HaunTenbHas YacTb pecypcoB CeTu He TpebyeT uaeHTUdUKaLmMm Nons3oBaTens U AoMnyckaeT aHOHUMHOE
ucnonb3oBaHve. OpHako B psige cryyaeB OT Monb3oBaTensl TpebyeTcs NpefocTaBUTb  MHOpMaLyio,
UOEHTUULIMPYIOLLYIO €ro 1 UCMoSb3yeMble UM cpeacTBa AocTyna k Cetu. Mpy 3ToM norb3oBaTento 3anpeLlaeTcs:

4.1. Wcnonb3oBaHue MOEHTUMUKALMOHHBIX AaHHbIX (MMeH, agpecoB, TenedOoHOB U T.N.) TPeTbMX nuL,
KpoMe criyyaeB, korga 3TW Nnuua YnonmHOMOYMIIM MONb30oBaTeNsl Ha Takoe ucrnornb3oBaHue. B To xe Bpems
nonb30BaTerb JOMMKEH NPUHSTL Mepbl Mo NPeAoTBPaLLeHUo UCNOSb30BaHKsl pecypcoB CeTu TpeTbMMM NLamm
OT ero MmeHu (06ecrneynTb COXPaHHOCTb Naponen U NPOYUX KOLOB aBTOPM30BAHHOMO AOCTYNa).

4.2. danbcudumkalumus CBOETro CETeBOro afpeca, a Takke afpecoB, UCMOMb3yeMbIX B APYrMX CETeBbIX
npoToKorax, Npu nepefaye AaHHbIX B CeTb.

4.3. Vicnonb3oBaHue HeCYLLECTBYIOLLUX 0OpaTHbIX CETEBbIX aApeCcoB UM aiPecoB 3MEKTPOHHOMN NOYThI NpK
OTMNpaBKe 3MEKTPOHHbIX NMUCEM.

5. HACTPOMKA COBCTBEHHbIX PECYPCOB

Mpn pabote B ceTn NHTepHeT nonb3oBaTenb CTAHOBUTCS €€ MOMHOMPaBHbIM YY4aCTHWMKOM, YTO co3gaeT
noTeHuManbHyl0 BO3MOXHOCTb AN MCMNOMb30BaHWs CEeTEBbIX PeCcypcoB, NpUHaAnNexaliux nonb3oBaTernto,
TPETLUMM NMLaMu. B CBS3U € 3TUM Nornb3oBaTenb JOMKEH NPUHATL Haanexalime Mepbl Mo Takow HaCcTPONKe CBOUX
pecypcoB, koTopasi npensTcTeoBana 6bl He4oObPOCOBECTHOMY MCMOMNb30BaHMIO 3TUX PECYPCOB TPETbUMM NMLUaMMU,
a TaKke onepaTVBHO pearnpoBaTb Npu obHapY>XeHUW CriyyaeB Takoro UCMofb30BaHMS.

MprMepamu NoTeHumansHoO NPOGIEMHON HAaCTPONKN CETEBbIX PECYPCOB ABMAIOTCH:

*  OTKPbITbIN PETPAHCASATOP ANEKTPOHHOW NoYTel (SMTP-relay);



= o6LlenocTynHble AN HeaBTOPU3OBaHHOW MybnuKauumM cepBepbl HOBOCTeW (KOHbepeHLMid,
thopyMmoB, rpynn);
=  CpeAcTBa, NO3BOMAOWME TPEeTbUM NWLAM HEaBTOPU3OBAHHO CKPbITb WUCTOYHUK COEAUHEHMS
(OTKpbITbIE MPOKCK-CEPBEPDI U T.1.);
= 0o6LenocTynHble LUMPOKOBeLLaTerbHble aapeca NokarnbHbIX CEeTel;
= 3rIeKTPOHHbIE CMIUCKM PACChINKY C HEAOCTATOUHOI aBTOpK3aLIMen NoANUCKU 1N 6e3 BO3MOXHOCTM
€€ OTMEHbI.
NMobble penctBus AGOHeHTa, Bbi3blBalolMe >karnobbl BrafgenbueB Apyrux ceTel, CepBepoB,
MH(OPMAaLIMOHHBIX PECYPCOB, HOBOCTHbIX KOH(DEPEHLMIA, CMIUCKOB PacChIIKM U T. M. HEAOMYCTUMbl U SBMSIOTCS
HapyLueHneM HacTosLmx Mpasun.

Takke cnegyeT MOMHUTb, YTO 3a MNPECTynneHus B cdepe KOMMbIOTEPHOW WHGOpMauMM unu 3a
NPecTynneHns, COBEPLLEHHbIE NMPWU Ucnonb3oBaHMn CeTu, AGOHEHT HeceT OTBETCTBEHHOCTb B COOTBETCTBUM C
YronosHbim Kogekcom Poccuiickon ®epepauuu.



